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E-Safety, Cameras, Mobile Phones 
and Video Images Policy.
There are many occasions on which it is a good thing to make use of the internet and I.C.T photographs and video images that include children. This is perfectly proper and to be encouraged. However, our nursery will do all it can to ensure that internet, I.C.T. and images are used properly, and that, as in all matters, risks are minimised, and our children kept safe and secure, whether at nursery or elsewhere. The aim of this policy is to establish the right balance between the proper use of technology and the safety of our children at all times. Under the terms of the Data Protection Act 1998, all photographs and video images of children and staff alike are classified as personal data. This means that no image can be used for display or for school publicity etc., unless consent is given by or on behalf of the individual concerned.
The leadership and management team will:
· Ensure that online safety is viewed as a safeguarding issue and that practice is in line with national and local recommendations and requirements.
· Ensure there are appropriate and up-to-date policies regarding online safety; including a Code of conduct, which covers acceptable use of technology. Reviewed annually. 
· Ensure that suitable and appropriate filtering and monitoring systems are in place. 
· Work with technical staff to monitor the safety and security of school systems and networks. 
· Ensure that online safety is embedded within a progressive whole school curriculum, which enables all pupils to develop an age-appropriate understanding of online safety. 
· Support the Designated Safeguarding Lead by ensuring they have sufficient time and resources to fulfil their online safety responsibilities.

The Designated Safeguarding Lead (DSL) will: 
· Act as a named point of contact on all online safeguarding issues and liaise with other members of staff or other agencies, as appropriate.
· Keep up-to-date with current research, legislation and trends regarding online safety and communicate this with the setting, as appropriate.
· Ensure all members of staff receive regular, up-to-date and appropriate online safety training. 
· Ensure that online safety is promoted to parents, carers and the wider community, through a variety of channels and approaches. 
· Maintain records of online safety concerns, as well as actions taken, as part of the schools safeguarding recording mechanisms. 
· Monitor online safety incidents to identify gaps and trends, and use this data to update the education response, policies and procedures.
· Report online safety concerns, as appropriate, to the management team and DSL.
· Work with the leadership team to review and update online safety policies on a regular basis (at least annually).





It is the responsibility of all members of staff to:
· Contribute to the development of online safety policies.
· Read and adhere to the online safety policy and Code of conduct.
· Take responsibility for the security of school systems and the data they use, or have access to.
· Model good practice when using technology and maintain a professional level of conduct in their personal use of technology, both on and off site.
· Embed online safety education in curriculum delivery, wherever possible.
· Have an awareness of a range of online safety issues and how they may be experienced by the children in their care.
· Identify online safety concerns and take appropriate action by following the school’s safeguarding policies and procedures.
· Know when and how to escalate online safety issues, including signposting to appropriate support, internally and externally.
· Take personal responsibility for professional development in this area.
Parental permission
All parents and carers will be asked to sign to consent to their child to be photographed or videoed while taking part in nursery activities, and for the image to be used within the nursery. This will be included in the registration pack and will be given to the parents or carers of all children joining nursery. Consent will allow the nursery to take pictures of children engaged in educational activities such as sports events, festival celebrations, trips, etc., and to use these pictures internally. Where parents or carers do not give their consent, then the children concerned will not have pictures taken of them.

Media publications
Sometimes, local or national media visit the school to follow up a news story. This is often to do with a notable achievement by a child or a group of children from the nursery. In this situation, where children's images might be made public, prior consent will be sought from parents. Newspapers normally ask for the names of the children to go alongside the photographs, the setting will only give first names; if parents or carers do not wish this to happen, then the school will not allow the individual to be photographed or filmed by the media concerned.

School performances and Celebrations.
We feel that parents should have the right to video or photograph their children at special events but request all parents to adhere to the nursery Child Protection Policy; E-safety. Ensuring only their child is involved or parental permission has been granted of any other visible child.

E-safety.
Only appropriate images will be used on the school Internet site, and children will not be identified by their name or address on the nursery website. Parents may post pictures on social networking sites of their own child, but must gain permission from any other parent if any other child is visible. 
Settings Facebook page will be used by staff and parent cares to share information. Please remember confidentiality and only post positive comments, any issues/concerns should be discussed confidentially with staff at the setting and if necessary refer to the settings complaints policy. Parent permission must be given for any photos shared on the site. This site can only be used by people identified as friends of Avenue Nursery and Forest School. Suggestions towards page content are welcomed. Security will be in place, including closed to the public and used only by nursery staff and service users.  We use Norton’s anti-virus, firewall, encrypted email and Egress.  To ensure security on our computer, it is pin and password protected and any sensitive files or documents are password protected.
Avenue Nursery and Forest School will support children to be aware and understand the possible risks involved in the use of the internet and technology. Adults will consider the code of conduct policy even when on line. Any form of bullying or threats will be treated seriously and Police may be contacted in extreme cases. Our use of I.C.T and the internet will be reviewed regularly.



Online Child Sexual Abuse and Exploitation
· Avenue Nursery and Forest School will ensure that all members of the community are aware of online child sexual abuse, including: exploitation and grooming; the consequences; possible approaches which may be employed by offenders to target children and how to respond to concerns. 
· The setting recognises online child sexual abuse as a safeguarding issue and, as such, all concerns will be reported to and dealt with by the Designated Safeguarding Lead. 
· The setting will ensure that all members of the community are aware of the support available regarding online child sexual abuse, both locally and nationally. 


 Dealing with Online Child Sexual Abuse and Exploitation
· If the school are made aware of incident involving online sexual abuse of a child, the school will:
· Act in accordance with the school’s Child protection and Safeguarding policies and the relevant Kent Safeguarding Child Board’s procedures. 
· Immediately notify the Designated Safeguarding Lead.
· Store any devices involved securely.
· Immediately inform Kent police via 101 (or 999 if a child is at immediate risk)  
· Carry out a risk assessment which considers any vulnerabilities of children(s) involved (including carrying out relevant checks with other agencies).
· Inform parents/carers about the incident and how it is being managed.
· Make a referral to Specialist Children’s Services (if required/ appropriate). 
· Provide the necessary safeguards and support for children, such as, sourcing counselling or pastoral support. 
· Review the handling of any incidents to ensure that best practice is implemented; the leadership team will review and update any management procedures, where necessary.
· The school will take action regarding online child sexual abuse, regardless of whether the incident took place on/off school premises, using school or personal equipment.
· If the school is unclear whether a criminal offence has been committed, the Designated Safeguarding Lead will obtain advice immediately through the Education Safeguarding Team and/or Kent Police.
· If the school is made aware of intelligence or information which may relate to child sexual exploitation (on or offline), it will be passed through to the Child Sexual Exploitation Team (CSET) by the Designated Safeguarding Lead.
· If pupils at other schools are believed to have been targeted, the school will seek support from Kent Police and/or the Education Safeguarding Team first to ensure that potential investigations are not compromised.
Online Hate and Cyberbullying
· Online hate content, directed towards or posted by, specific members of the 
· community will not be tolerated at Avenue Nursery and Forest School and will be responded to in line with existing school policies, including Code of Conduct and Behaviour. 
· All members of the community will be advised to report online hate or bullying in accordance with relevant policies and procedures.



· The Police will be contacted if a criminal offence is suspected. 
· If the school is unclear on how to respond, or whether a criminal offence has been committed, the Designated Safeguarding Lead will obtain advice through the Education Safeguarding Team and/or Kent Police.

 Online Radicalisation and Extremism 
· The nursery will take all reasonable precautions to ensure that children are safe from terrorist and extremist material when accessing the internet in school. 
· If the nursery is concerned that a child or parent/carer may be at risk of radicalisation online, the Designated Safeguarding Lead will be informed immediately and action will be taken in line with the Child protection policy.
If the nursery is concerned that member of staff may be at risk of radicalisation online, the DSL will be informed immediately and action will be taken in line with the Child protection and Allegations policies

Indecent Images of Children

· If made aware of IIOC, the school will:
· Act in accordance with the schools child protection and safeguarding policy and the relevant Kent Safeguarding Child Boards procedures. 
· Immediately notify the school Designated Safeguard Lead.
· Store any devices involved securely.
· Immediately inform appropriate organisations, such as the Internet Watch Foundation (IWF), Kent police or the LADO. 

Social Media
Is a valuable asset for communicating with Parents/Carers but the following rules must be applied:-
Only pre-existing friendships are allowed.  No new friendships with current families.  If it is found you have breached this policy, it will be a disciplinary matter.

Mobile Phones
Mobile phones are not allowed in the Setting, Forest School or any areas the children use.  Phones to be kept in lockers or in the office.  When at Forest School, the leader should be aware of personal mobile phones.  These are to be stored in the locked box unless Nursery school phone is broken/battery flat, in which case they may be used for personal calls only.  Mobiles may be used to record development and learning on ‘Whole setting events’ and downloaded and erased on the same day.

Use of digital cameras
There are many ways in which the use of digital images is valuable for children's 
learning. Images will be made only as appropriate for school-related activities.
Children will be taught how to take pictures and they will be supervised by an adult when they have access to a digital camera.

This policy was adapted at a meeting by Avenue Nursery and Forest School
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